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Academic and institutional work on energy system resilience

IEA, Energy System Resilience (2026) Eurelectric, Battle-tested Power Systems (2026)
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https://www.iea.org/reports/energy-system-resilience
https://www.iea.org/reports/energy-system-resilience
https://www.eurelectric.org/publications/battle-tested-power-systems/
https://www.eurelectric.org/publications/battle-tested-power-systems/
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PyPSA-Eur extended to cover Ukraine and Moldova
In 2022, our group extended
PyPSA-Eur to cover Ukraine and
Moldova — to support work on
Ukraine’s energy crisis caused by
the Russian full-scale invasion.

Several research groups have built
upon this data extension:

Green Deal Ukraine

Sotnyk et al., 2024

Zachmann et al., 2025

Tröndle et al., 2024

Oxford EPG report

3 Source: PyPSA-Eur contributors (MIT License)

https://greendealukraina.org/
https://doi.org/10.1016/j.egycc.2024.100170
https://doi.org/10.1016/j.esr.2025.101724
https://doi.org/10.1088/2634-4505/ad6738
https://epg.eng.ox.ac.uk/media/ps3nfxzp/report-modelling-framework-and-interlinkages.pdf
https://github.com/PyPSA/pypsa-eur
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Mitigating Ukraine’s Looming Electricity Crisis
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Source: Photo by Reuters (credit: Denys Shmyhal); left top:

https://ssrn.com/abstract=4930511; left bottom:
dixigroup.org

https://ssrn.com/abstract=4930511
https://dixigroup.org/en/electricity-outages-lasted-2-thousand-hours-for-ukrainian-households-in-2024/
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The Berlin blackout and the open data question

The January 2026
blackout in parts of
Berlin raised attention to
open infrastructure data.

Tools like OpenInfraMap
allow anyone to explore
the topology of the
electricity grid, gas
pipelines, etc. at street
level.

openinframap.org
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Source: OpenInfraMap · Map data © OpenStreetMap

contributors (ODbL)

https://openinframap.org/#13.86/52.42948/13.30546/A,B,L,P
https://openinframap.org/
https://www.openstreetmap.org/copyright
https://www.openstreetmap.org/copyright
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Security by obscurity is a dangerous fallacy

The assumption: restrict access to
infrastructure data so adversaries can’t
use it. If they don’t know where the lines
run, they can’t attack them.

The reality: anyone who looks can find it

commercial satellite imagery at
50 cm resolution

drone imagery and street-level
photos

commercial geospatial datasets

public grid studies and regulatory
filings

web archives and cached maps
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Source: Aerial photo: Enniger Substation 380 kV, Wikimedia

Commons (CC BY-SA)

https://commons.wikimedia.org/wiki/File:Enniger_Substation_(380_kV_to_110_kV),_aerial_view.jpg
https://commons.wikimedia.org/wiki/File:Enniger_Substation_(380_kV_to_110_kV),_aerial_view.jpg
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Dr. Iegor Riepin
Send me an email: iegor.riepin@tu-berlin.de
Find this slide deck: https://iriepin.com/uploads/euciv.pdf
This talk as blog post: https://iriepin.com/uploads/euciv.html
About RESILIENT project: https://resilient-project.github.io/
Info PyPSA: https://pypsa.org/
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